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Abstract. This paper proposes a new type of cache-collision timing attacks on software
implementations of AES. Our major technique is of differential nature and is based on the
internal cryptographic properties of AES, namely, on the MDS property of the linear code
providing the diffusion matrix used in the MixColumns transform. It is a chosen-plaintext
attack where pairs of AES executions are treated differentially. The method can be easily
converted into a chosen-ciphertext attack. We also thoroughly study the physical behavior
of cache memory enabling this attack.
On the practical side, we demonstrate that our theoretical findings lead to efficient realworld attacks on embedded systems implementing AES at the example of ARM9. As this
is one of the most wide-spread embedded platforms today [7], our experimental results
might make a revision of the practical security of many embedded applications with
security functionality necessary. To our best knowledge, this is the first paper to study
cache timing attacks on embedded systems.

1

Introduction

Side-channel attacks and cache timing leakage. Though side-channel leakage seems to
have been extensively used by state security agencies for decades to obtain secret information [9],
the idea of applying side-channel attacks to implementations of cryptographic algorithms appeared in the scientific literature rather recently. The first side-channel attack published was
timing analysis proposed by Kocher [9] in 1996 where he observes the execution time of keyed
cryptographic algorithms to recover the key and points out the usefulness of timing analysis
applied to software implementations of block ciphers.
Probably the most widely known timing attacks on symmetric algorithms belong to the
class of cache timing attacks on block ciphers with S-boxes. This is not least due to the literally
ubiquitous usage of block ciphers, and first of all, of the U.S. encryption standard AES [2] in
the overwhelming majority of security applications, both in PCs and embedded systems.
As the name of cache timing attacks suggests, they utilize the particularities of microcontrollers and microprocessors with cache memory which frequently exhibit key-dependent timing.
Cache timing attacks on many block ciphers with S-boxes become possible since S-box invocations in software are often implemented as indexed table look-up operations that can require
different execution times for different inputs due to RAM cache hits and misses. When the inputs
to S-boxes are key-dependent, this timing information frequently turns out sufficient to recover
the entire key. Today, several variants of cache timing attacks on AES are known [4], [12], [5],
[1].
Generally speaking, side-channel analysis methods strongly depend on a concrete implementation of the attacked cryptographic algorithm. There is also no exception for cache timing
attacks on AES where the choice of the optimal attack method can greatly vary depending on
the implementation at hand. For AES, one can basically distinguish between first round and
final round approaches: While first round attacks [1], [5] tend to be applicable to large classes of

implementations at the cost of more encryption samples required, final round attacks [5] target
only the T-box based 32-bit implementation [6] of AES having the advantage of being more
efficient in this particular case. In this paper, we pursue and expand the more generic approach
of first round attacks.
Main idea of our attack. The major idea behind our new cache timing attack is to choose
pairs of plaintexts in a specific way, so that five AES S-boxes (one in round 2 and four in round
3) process either pairwisely equal or pairwisely distinct values in two adjacent AES executions.
If for a plaintext pair the five S-boxes process pairwisely equal values, it is called a wide collision.
In our attack, we measure the average time of every second AES execution from each pair. We
are interested in the average number c of S-box collisions (S-box pairs processing equal values)
between the two AES runs in a pair. If a wide collision has occurred for a pair of plaintexts, c
will be by 5 higher compared to c when there is no wide collision. We hope to detect enough wide
collisions against the background if there are enough samples available. After this, we construct
four systems of nonlinear equations with respect to parts of the key which are then resolved by
brute force for the key recovery.
This technique becomes possible due to the fact that AES uses a maximum distance separable
(MDS) code to construct its diffusion matrix for MixColumns operation. MDS codes are known
to provide linear transforms with the maximum possible branch number [6], which is 5 for
the parameter choice of AES. Interestingly enough, it is precisely the excellent cryptographic
properties of AES, due to the optimal selection of the diffusion matrix making it resistant to
differential and linear cryptanalysis, that enable our cache timing attack techniques.
Cache timing attacks and embedded security. Security in embedded systems is constantly
and quickly becoming more crucial with the spread of embedded devices in one’s everyday life.
It is getting even more important in the age of pervasive computing.
Side-channel attacks have been known to impose a serious threat to embedded systems such
as smart cards or other embedded microcontrollers for the last decade. However, as applied to
symmetric key algorithms, the toolbox of the attacker was mainly limited to techniques based
on information leakage via power consumption and electromagnetic radiation of the devices
[11], [10]. At the same time, timing analysis have been only very rarely utilized to analyze
embedded implementations of block ciphers, being mainly applied in the domain of desktop
and server PCs. This is partially due to the fact that many lightweight and low-cost embedded
systems have been providing hardware implementations of symmetric key algorithms. Besides
that, many lightweight platforms based on 8-bit or 16-bit CPUs run at such low frequencies that
microarchitectural performance optimization such as caches are not necessary.
This apparent disregard of and disbalance against cache timing attacks in the context of embedded security does not seem justified anymore though, since the embedded landscape is rapidly
changing nowadays. As the computing world goes pervasive, a steadily growing number of embedded applications require more computing power. 32-bit RISC ARM-type CPUs have become
a standard choice in many embedded applications such as banking and payment terminals, mobile communications, JavaCard applications, mobile TV, multimedia, toll collect systems, smart
phones, electronic tachographs, PDAs etc. More and more security-related functionality is being
put into software instead of hardware. Even some smart card microcontrollers are migrating
towards powerful and universal computing architectures based on an ARM core [16]. At the
same time, ARM microprocessors do have cache memory with nontrivial behavior and are as
a rule operated under multi-process operating systems such as Linux or Windows Embedded/Mobile. As opposed to almost all lightweight 8-bit microcontrollers, these two facts make many
embedded systems vulnerable to cache timing attacks, first of all those based on ARM-type
CPUs.
Aiming to close this gap, we tackle the problem of applying cache timing attacks to embedded devices at the example of ARM9 microprocessors. Our findings presented in Table 2 show

that our cache timing based techniques of new type apply well to the OpenSSL software implementation of AES on ARM9. This indicates that numerous real-world embedded applications
relying on AES and using ARM-type CPUs can turn out vulnerable to cache-timing attacks.
This might force us to reconsider the practical security of many embedded systems currently in
use. Furthermore, based on our results, we recommend to take the threat of cache timing attacks
into account when designing and evaluating new embedded systems with security functionality.
Organization of this paper. The remainder of the paper is organized as follows. In Section 2,
the most relevant previous work is briefly outlined including the advanced methods of expanded
second-round attacks. Section 3 presents our new differential attack technique based the diffusion
properties of AES. We deal with the physical cache behavior enabling our attack in Section 4.
The attacked embedded platform, its impact as well as our experiments and practical results
are provided in Section 5. We conclude in Section 6.

2

Previous Work on Cache-Collision Timing Attacks

In 1998 J. Kelsey et al. [8] analyzed the cache behavior of modern processors as a side channel
against ciphers with large lookup tables like S-boxes. This proposal was established by D. Page
[14] in the year 2002, who described and simulated a theoretical attack on DES. The first realworld implementation of such an attack was developed by Y. Tsunoo et al.[17] against DES and
Triple-DES.
In general, cache attacks can be divided into three basic classes: trace driven, access driven,
and time driven attacks. In trace driven attacks, the adversary is allowed to observe every single
memory and cache access. Therefore, he knows when and where a collision occurs [14]. The access
driven attacks provide the information which set of the cache is accessed by the cryptographic
progress. For this, the cache is filled with data of the attacker. After the encryption the attacker
checks which data is still present in the cache [13].
Attacks presented in this paper belong, however, to the class of the time driven attacks.
Here, information is obtained by observing the execution time which is influenced by cache hits
and cache misses. In this case, the attacker can only capture the total execution time of the
encryption and then make a statistical evaluation to extract key-related information. The basic
idea of timing attacks was introduced by Kocher [9]. A considerably higher number of encryption
samples is needed compared to trace driven attacks. However, time-driven attacks correspond
to an attacker with most restricted attack potential and are typically much more realistic, thus,
being valid for numerous real-world applications, especially on embedded systems.
The cache based timing techniques developed in this paper target implementations of the
Advanced Encryption Standard (AES)[6]. AES is a symmetric block cipher standardized by the
National Institute of Standards and Technology (NIST). Nowadays, it is the most used cipher.
The algorithm behind AES, Rijndael [6], was designed by J. Daemen and V. Rijmen. The most
common ways to implement the cipher are the straightforward implementation, which is used
on 8-bit microprocessors, and the 32-bit transformation table implementation. The latter combines different round functions to five transformation tables, or T-tables. During an encryption
one table is used for the last round, the remaining rounds are processed with the other four
lookup tables. Since cache attacks exploit the cache hits of lookup tables, the 32-bit T-box
implementation is a well suited target, because it offers five large lookup tables.
2.1

First-Round Attack

The first round attack is a basic attack which takes advantage of cache line collisions evoked in
the first round of the encryption. A cache line collision appears if two entries of the same cache
line are accessed. Since the first round of the 32-bit implementation is realized with four tables,
only four input values of the round p0i access the same table. For example, the values p00 , p04 , p08 ,

and p012 are processed by the first transformation table T0 . The first round input p0i itself is
computed by an XOR combination of the plaintext pi and the corresponding key value ki :
p0i = pi ⊕ ki

for 0 ≤ i < 16.

(1)

With a cache line collision the adversary can create a relation between two different key
bytes. Such a collision is evoked if, for example, hp0i i = hp0j i, for i, j ∈ {0, 4, 8, 12} and i 6= j,
i.e., the most significant bits of the values are equal, ignoring the (log2 γ) least significant bits,
where γ indicates the number of table entries in one cache line. The resulting relation is ∆i,j =
hki ⊕ kj i = hpi ⊕ pj i. Using such relation the size of the key space is reduced from 2128 to 268
possible keys, if γ = 8.
Since the execution time is influenced by cache hits, the cache line collisions can be detected
using statistic methods, like calculating the the average encryption time of a sample with the
same relation ∆i,j .
2.2

Second-Round Attack

The second round attack is based on the first round attack, but also considers collisions between
the first and the second round of the encryption. To do so, the input values of the second round
p00 with access to the same transfomation table are analyzed. For the first table T0 the following
equations describe how the input values are computed:
p000 = 2 • S[p00 ] ⊕ 3 • S[p05 ] ⊕ S[p010 ] ⊕ S[p015 ] ⊕ k16

p004 = 2 • S[p04 ] ⊕ 3 • S[p09 ] ⊕ S[p014 ] ⊕ S[p03 ] ⊕ k20

p008
p0012

=2•

=2•

S[p08 ] ⊕ 3 • S[p013 ]
S[p012 ] ⊕ 3 • S[p01 ]

⊕

⊕

S[p02 ]
S[p06 ]

⊕
⊕

S[p07 ] ⊕ k24
S[p011 ] ⊕ k28

(2)
(3)
(4)
(5)

where S[x] and • stand for the AES S-box lookup for the value x and the finite field multiplication
in GF (28 ) as used in the AES. The key values ki are the key bytes generated by the key scheduling
algorithm. These values depend on the initial key. For instance, the value k24 is equivalent to
(S[k13 ] ⊕ k0 ⊕ 01(16) ⊕ k4 ⊕ k8 ) for AES-128. If a first round look up collides with a second round
lookup, e.g., if hp00 i = hp008 i, we gain the following equation:
hp0 ⊕ k0 i = h2 • S[p8 ⊕ k8 ] ⊕ 3 • S[p13 ⊕ k13 ] ⊕ S[p2 ⊕ k2 ]

⊕ S[p7 ⊕ k7 ] ⊕ S[k13 ] ⊕ k0 ⊕ 01(16) ⊕ k4 ⊕ k8 i (6)

which leads to
hp0 i = h2 • S[p8 ⊕ k8 ] ⊕ 3 • S[p13 ⊕ k13 ] ⊕ S[p2 ⊕ k2 ]

⊕ S[p7 ⊕ k7 ] ⊕ S[k13 ] ⊕ 01(16) ⊕ ∆4,8 i. (7)

The adversary can now divide a large sample of plaintexts and encryption times into 232 sets
considering every combination for the key values k2 , k7 , k8 and k13 , so that (7) is solved. The
set with the correct key values should have the lowest encryption time. In a similar way, the
complete key can be extracted.
2.3

Expanded Second-Round Attack

O. Acıiçmez et al.[1] improved the idea of the second round attack and created a chosen plaintext
attack. For the expanded second round attack collisions between the first and the second round

are considered, e.g., as described in (6). The difference in this attack is that the plaintext values
p0 , p2 , p7 , and p13 are fixed for the entire sample. By combining all invariable parameters into
one constant c, (6) is simplified to:
hp0 i = h2 • S[p8 ⊕ k8 ] ⊕ ci.

(8)

Since p0 is a fixed value as well, the appearance of a cache line collision depends only on the
value of hp8 i, i.e., γ values of p8 evoke a cache collision. The adversary takes advantage of this
fact by collecting a sample of encryption time and plaintext, where the fixed values remain the
same. This sample is divided into 28 sets according to the value of p8 of each plaintext. The
sets which evoke the cache line collision have a lower average encryption time. To confirm the
results a reference sample can be taken, where one fixed plaintext byte has another value. Using
a similar procedure each key value can be reconstructed separately.

3

Differential Cache-Collision Attack Using Diffusion

Our cache timing technique is based on the notion of a wide collision where five pairs of AES
S-boxes process pairwisely equal values. Though it can be made applicable to all AES versions,
we will introduce it here at the example of AES-128. In order to be able to recover the key, the
adversary needs to detect such wide collisions. Correspondingly, the attack flow consists of an
online stage, a collision detection stage and a key recovery stage (the latter two being offline
stages):
– In the online stage, pairs of chosen 16-byte plaintexts (P1 , P2 ) are sent to the AES encryption
routine. The adversary measures the time t required by the CPU to encrypt P2 , that is, the
second plaintext in each pair.
The output of the online stage to the next stages consists of the set of plaintext pairs (P1 ,
P2 ) and the corresponding execution time values t.
– In the collision detection stage, the time values t are used to tell which plaintext pairs (P1 ,
P2 ) lead to a wide collision. It is expected that if a wide collision occurs, t will be lower
(results of five table lookups already in the cache memory). Otherwise, we expect t to be
higher. Thus, the collision detection stage accepts sets of plaintext pairs and times output
by the online stage and returns the set of plaintext pairs (P1 , P2 ) that most probably lead
to wide collisions.
– In the key recovery stage, one reconstructs AES key candidates from the list of plaintext
pairs (P1 , P2 ) which most probably result in wide collisions. These key candidates are then
checked using a known plaintext-ciphertext pair.
Now, having realized the importance of wide collisions for our attack, we will first introduce this
notion more formally. Then we will return to the online as well as key recovery stages afterwards.
Collision detection is dealt with in Section 4.
3.1

Wide Collisions

In the attack, we always consider plaintexts pairwisely. More precisely, the pairs of plaintexts
(P1 , P2 ) are divided into pairs of main diagonals of the 4 × 4-byte AES state. A diagonal of P1
is paired with the corresponding diagonal of P2 . In this way, four pairs are formed, marked with
the same coloring:
a0
P1 =

b0
c0
d0

d1
a1
b1
c1

c2
d2
a2
b2

b3
c3
d3
a3

e0
P2 =

f0
g0
h0

h1
e1
f1
g1

g2
h2
e2
f2

f3
g3
h3
e3

(9)

One of these pairs is the pair (A, E), where A = {ai } and E = {ei }, for 0 ≤ i < 4. In the following
description, we show how to extract a subset of key bytes at the example of the diagonal pair
(A, E). The remaining key bytes can be extracted in a similar way using the other three diagonal
pairs.
Let us form the plaintexts P1 and P2 in the following way:
– Byte values on the main diagonals A and E are chosen randomly and independently of
each other with the only restriction that A 6= E (four byte positions should not collide
simultaneously).
– The remaining bytes of P1 and P2 are pairwisely equal but randomly chosen as well.
Then one obtains3 :

P1 =

a0

x4

x8

x12

x1

a1

x9

x13

x2

x6

a2

x14

x3

x7

x11

a3

P2 =

e0

x4

x8

x12

x1

e1

x9

x13

x2

x6

e2

x14

x3

x7

x11

e3

(10)

Now we will follow the propagation of this difference on the main diagonal up to the S-box layer
of round 3. So, after the first round of the encryption, the plaintexts P1 and P2 are transformed
into:

P10 =

a00

x04

x08

x012

a01

x09

x013

x01

a02

x014

x02

x06

a03

x03

x07

x011

P20 =

e00

x04

x08

x012

e01

x09

x013

x01

e02

x014

x02

x06

e03

x03

x07

x011

(11)

Note that P10 and P20 differ only in the first column.
The MixColumns transform of the first column in the first round can provide collisions in
up to three byte positions (four collisions would imply the non-bijectivety of AES which is not
the case):
a0i = e0i

for some i’s in 0 ≤ i < 4.

(12)

Consider the first byte position with i = 0 as an example. Here we have two possibilities: either
a00 = e00 or a00 6= e00 .
If the byte values collide a00 = e00 , which occurs with probability 1/256, one obtains 4 more
byte collisions in the second round, as P10 and P20 are transformed by SubBytes and ShiftRows
into P100 and P200 :

P100 =

3

a000

x004

x008

x0012

x009

x0013

x001

a001

x002

x006

a002

x0014

x0011

a003

x003

x007

P200 =

e000

x004

x008

x0012

x009

x0013

x001

e001

x002

x006

e002

x0014

x0011

e003

x003

x007

In equations (10), (11), (13), and (14), the grey values mark the differing values of both states.

(13)

and the MixColumns operation of the second round outputs two equal columns:

P1000 =

x000
0

y4000

y8000

000
y12

x000
1

y5000

y9000

000
y13

x000
2

y6000

000
y10

000
y14

x000
3

y7000

000
y11

000
y15

P2000 =

x000
0

z4000

z8000

000
z12

x000
1

z5000

z9000

000
z13

x000
2

z6000

000
z10

000
z14

x000
3

z7000

000
z11

000
z15

(14)

Only the values of the first columns are pairwisely equal, which leads to 4 S-boxes in the SubBytes
layer of the third round to process pairwisely equal byte values and 5 S-box collisions in total.
This is called a wide collision.
However, if a00 6= e00 , which occurs with probability 255/256, one has a000 6= e000 in (13). That
is, only one byte position differs in the first columns of P100 and P200 . Due to the MDS property
of the MixColumns matrix acting on 4 byte values, all elements in the first column of P1000 and
P2000 will be pairwisely different, since the matrix has branch number 5. This leads to 5 S-box
non-collisions in total and is called a wide non-collision.
The average difference between the numbers of colliding and non-colliding S-boxes for wide
collision and wide non-collision is 5. This discrepancy in the number of S-box collisions makes
wide collisions much easier to detect against the background of wide non-collisions.
The intuition behind our cache timing collision attack is then that the average AES encryption time is detectably lower in the presence of a wide collision. We will deal with this
kind of statistics in Section 4. In this section, we will discuss how the online stage is arranged
and describe the procedure of key recovery based on a set of detected wide collisions for each
diagonal.
3.2

Online Phase

In the online phase, the plaintexts P1 and P2 are generated in the way described above. A pair of
diagonals4 (A, E) is randomly chosen with the property A 6= E. For each of the 4 diagonals, this
random choice of 8 byte values (4 for P1 and 4 for P2 ) is performed n times. That is, altogether,
the online procedure described below is performed 4 · n times.
For a fixed choice of A and E, the remaining state values of P1 and P2 are randomly chosen
as well, but they are pairwisely equal for both plaintexts P1 and P2 . That is, P1 and P2 are
equal up to the main diagonals. For a fixed (A, E), this random choice is performed I times: For
each of the 4 · n choices, we run I such iterations. Each of these I iterations is repeated r times
to ensure the stability of time measurements: We say that each iteration has r rounds.
In each of the r rounds, both plaintexts P1 and P2 are sent to the consecutive encryption.
The time t required by the encryption of P2 is captured. To improve the resolution of the
time measurements, one can clear the cache memory before encrypting P1 . Moreover, the time
interval between the two encryptions should be possibly short to avoid numerous cache accesses
by other processes that might clear parts of the cache memories. With the cache cleared, the
first encryption behaves like a random encryption in terms of cache usage and fills the cache
memory with some lookup entries. Physically, to detect a wide collision, we want to observe
how many entries on average are added to the cache by the encryption of P2 after encrypting
P1 . Therefore, t contains information about wide collisions and is stored together with the
corresponding diagonal values (A, E) for the offline analysis.
Note that it is also possible to work with the complete encryption time for both plaintexts,
but then more measurements are necessary to cancel out added by the encryption of P1 .
Thus, the major parameters influencing the complexity of the online stage (also referred to as
online complexity) in our attack are n, I and r. The total number of AES encryptions required
by the attack in the online phase will be 8 · n · I · r.
4

Again, we explain the online phase at the example of the main diagonals A and E without loss of
generality. All the other diagonals are attacked in a similar way.

3.3

Key Recovery

Algebraically, if a wide collision is detected, at least one byte at the end of the first AES round
collides. So we have a0i = e0i for some 0 ≤ i < 4 (see also (11) and (12)). Every such expression
binds the four key bytes on the same main diagonal. For instance, for a00 = e00 we will have the
following equation:
02 · S(k0 ⊕ a0 ) ⊕ 03 · S(k5 ⊕ a1 ) ⊕ 01 · S(k10 ⊕ a2 ) ⊕ 01 · S(k15 ⊕ a3 )
=
02 · S(k0 ⊕ e0 ) ⊕ 03 · S(k5 ⊕ e1 ) ⊕ 01 · S(k10 ⊕ e2 ) ⊕ 01 · S(k15 ⊕ e3 ),

(15)

where k0 , k5 , k10 and k15 form the 4-byte subkey of the main diagonal. One obtains similar
nonlinear equations with respect to 4-byte key chunks for all other possible byte collisions after
the first round.
To recover each 4-byte subkey corresponding to each diagonal, we need at least four equations
of type (15) and, thus, at least 16 in total for the full key recovery. For each diagonal, parameter
n is chosen in a way that more than four collision candidates will be normally proposed by the
collision detection stage. Assume that the collision detection stage proposes 4 + m collisions,
m ∈ {0, 1, 2, . . . }. As a rule, the detection error probability will be nonzero, so that some of the
proposed 4 + m collision candidates will be non-collisions. Therefore, the key recovery procedure
has to deal with this type of errors. We propose to do that in two steps as follows.

Start

i←0
Increase Key

Ai

K

Every key checked

Ei

K

S-Box

S-Box

SR, MC

SR, MC

A0i

Ei0

No

Done

Collision of A0i and Ei0 ?
Yes

i←i+1
Add key to
possible keys

No

i < 4?

Yes

Fig. 1. Finding candidate subkeys from four diagonal pairs (Ai , Ei ) for 0 ≤ i < 4. K is a 4-byte subkey
corresponding to some diagonal to be tested.


In the first step, we consider all possible 4+m
choices of 4 collisions out of suggested 4 + m
4
collisions. We also consider all possible 232 subkey candidates for this diagonal. For each choice of
4 pairs (Ai , Bi ), 0 ≤ i < 4, and for each subkey candidate, we perform AddRoundKey, SubBytes,
ShiftRows and MixColumns transforms as applies to the target diagonal. If the current choice of

pairs (Ai , Bi ) leads to collisions between all four pairs in some position5 in the output column,
the 4-byte subkey candidate survives and is added to the short list of subkey candidates. This
process is visualized in Figure 1. On average, for each subkey test, one has to perform an
amount of operations roughly comparable to 25% of an AES round, as a key candidate will
only rarely survive the check with
the first pair
diagonals. The complexity of the first step is
 32
 of
4+m
1
28.7
approximately 4 · 10
· 41 · 4+m
·
2
≈
·
2
AES encryptions and can be optimized by
4
4
taking into account that the values of subkey candidates are adjacent.
For the second step, consider how many subkey candidates survive for each of the four
diagonals after the first step of key recovery. Since the positions of collisions after the first round
are unknown, for each of the four diagonals
there will be 44 = 256 subkey candidates if m = 0.

4+m
If m > 0, we expect to have 256 · 4 subkey candidates.
In the second step of key recovery, all partial keys from the four short lists (one list for each
diagonal) are concatenated to perform a final key test by computing a full AES encryption using
a known plaintext-ciphertext pair. This final key test is executed for each key candidate. Having
the estimated number of surviving subkey candidates after the first step in mind, the complexity
4
of the second step of key recovery can be computed as 232 · 4+m
as one has to inspect each
4
combination of subkeys.
Thus, the offline complexity of our attack is dominated by the second step of key recovery
4
and can be estimated as 232 · 4+m
AES encryptions. See Section 5 for our experimental results.
4

4

Physical Behavior of Cache Hits on Embedded Platforms

Classical timing attacks [9, 21] are applicable in cases where the implemented algorithm features
a data-dependent runtime. Hence, resistance is easily achievable by building constant run-time
code.
The microarchitecture of modern CPUs contains several measures to speed up the execution
of programs by methods such as instruction level parallelism, several caches and branch prediction units. The behavior of these microarchitectural measures is usually not considered by
implementers, since most code written for modern embedded systems is supposed to be portable
to different platforms. Even if an implementer would like to take the behavior of the underlying platform into account, this is often not possible since the processor interacts with different
threads in an unpredictable manner. Furthermore, in some cases timing relevant behavior of a
CPU is not documented [4]. Hence, code with a constant execution time is desirable, but not
always possible.
Cache Behavior. A very common microarchitectural feature found on almost all modern 32bit CPUs is the data cache. Cache is a small, but fast memory between the processor and the
RAM. This is due to the fact that the processing speed of modern CPUs exceeds the access
time of RAM by far. Caches are intended to overcome this bottleneck. The storage capacity of a
cache is smaller compared to the main memory, but the cache can be accessed at a much higher
speed than RAM. For the CPU, the cache is transparent. When a value from RAM is queried,
the cache simply returns it if a copy of that value is currently in the cache. This is called a
cache hit. If the value is not in the cache (a so-called cache miss), the cache queries the value
from the larger RAM, passes it to the CPU and stores it in the cache. Of course the latter takes
additional time, resulting in an increased runtime of the executed program for each cache miss.
The cache itself is arranged in 2l cache lines. Each of these lines can hold 2b bytes. This leads
to a complete cache size of 2(b+l) bytes. For every queried value, a full cache line is loaded from
the RAM, hence a few adjacent values to the queried one are also prefetched.
Several techniques to improve the basic operating mode of a cache have been proposed in
order to improve the ratio of the cache hits and cache misses. In direct-mapped cache every
5

Note that this position does not have to be the same for all four pairs of diagonals.

data from the main memory can only be stored in one specific cache line. This allows a very
simple and fast verifying method to check if the data is cached at the cost of a rather high
number of cache misses. In a fully associative cache the data can be stored in every cache line.
To determine, if the needed data is cached, all entries must be checked. This takes a long time
compared to the direct-mapped cache, but has the advantage that the amount of cache misses
is very low. A combination of the advantages of both models is the n-way set associative cache.
An entry can be stored in n possible cache lines. These cache lines are combined into one cache
set. The n-way set associative cache is quite common in practice, as it provides a good tradeoff
between cache hit time and cache miss ratio.
Target Platform. Since our goal is to evaluate the threat of cache timing attacks to modern embedded platforms, we chose a rather powerful ARM9 processor as target. Modern ARM
16/32 bit processors are used for many embedded applications where the demand for computing power is high and the power consumption is restricted. ARM cores can be found in most
modern smart phones, portable game consoles and PDA’s, but also in various other embedded
electronics [7].
The hardware used as target is the Embest SBC2440-II single board computer. The board
hosts a Samsung S3C2440A [15] microprocessor featuring an ARM9 core, namely an ARM920T [3].
Besides the ARM, the CPU provides functionality to handle the boards interfaces, such as an
LCD controller. It is a typical chip to be found in modern PDAs, such as Nokia N810, palmOne
Treo 600, etc. The CPU can be clocked at up to 400 MHz. We operated the Embest SBC2440II
board with an open source ARM-Linux with a 2.6.13 linux kernel. The board alternatively
features WindowsCE.
Cache Architecture of the ARM. The ARM920T core features a Harvard memory architecture with separate data and instruction cache. The caches have a size of 16 KB each and
are divided into 512 cache lines of 8 four-byte words. Both caches are arranged in 64-way setassociative caches with each having eight sets of 64 cache lines. Each entry can be located in
just one set, but in this set it can be stored in any of the set’s cache lines. The bits 7 to 5 of
the address define the set where the entry is located. The cache line itself can be determined by
comparing the tag of the address, bits 31 to 8, with the tags stored in the cache. The bits 4 to 2
specify the word in the cache line and the bytes in a word can be addressed with the bits 1 to 0.
Attack Conditions. As a target for the attack we used the T-box implementation of the
AES provided by the openSSL package [20]. Although our attack is not limited to the T-box
implementation, we analyzed the cache behavior for this case, as the T-box implementation is
the most common in practice. We assume that the attacker can encrypt two consecutive chosen
plaintexts (or decrypt two consecutive chosen ciphertexts). The attacker can also measure the
execution time of the second encryption only. Hence our attack is applicable in cases where the
AES output can not be accessed. Other attacks such as all final round attacks are not possible
in this case. The attack can be easily performed in cases where the attacker has full access
to the system; a realistic assumption for many embedded applications. On many PDAs, smart
phones etc., the user is able to execute own code directly or after jailbreaking the device. Hence,
depending on the specific application, the adversary is able to query a commercial application
protected by an AES and to overcome the security by measuring its execution time. Cache
timing attacks can also be a viable measure to circumvent security protection mechanisms on
the operating system layer such as sandboxing.
Cache Behavior of the ARM. As described earlier, wide collisions have a much stronger
influence on the execution time than normal collisions. Figure 2 presents a histogram over
the encryption time of the encryption of the second plaintext. The encryption time is visibly

decreased in the case a wide collision occurs (shown in light gray). If no wide collision occurs,
the execution time is slightly higher (dark gray bars). The difference between the two sets can
be exploited by the attacker to perform the previously described attack.

Fig. 2. Histogram comparing the execution time of AES encryptions with and without wide collisions
on the target platform

Them measurement setup should try to minimize the risk of non-collisions being detected
as collisions. One big source of noise is structure of the cache, namely the existence of cache
lines. In case of the T-box implementation up to eight table entries are loaded into a cache
line for each cache miss. Consequently, even though no wide cache collision occurs, several
unexpected collisions may occur. Please keep in mind that difference in Figure 2 is taken from
real measurements. Effects like the non-perfect description of the cache behavior mentioned
above are already included.
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Experimental Results

All measurements were performed on the ARM platform described in Section 4. The ARM Board
is set up as a server running the AES implementation of openSSL 0.9.8K and queried via the
Ethernet interface of the board. Every challenge queries two consecutive AES encryptions.
As described earlier, four wide collisions per column are sufficient to extract the corresponding
four bytes of the AES key with a remaining uncertainty of 28 key candidates. Hence, after finding
four wide collisions for each of the four columns, a full AES-128 key can be recovered with a
remaining computational complexity of 232 AES computations. The amount of computations
has to be increased if we do not assume a perfect collision detection, i.e., in the case we accept
a certain number of false positives.
Our test setup has been optimized to minimize the number of false positives in the collision
detection process. We evaluated different test settings by trying different test parameters. Besides
the number different diagonals n, we tested I different plaintexts per diagonal. The tested
parameters are n = 256, n = 512, and n = 1024 diagonals with I = 200, I = 400 and I = 800
different plaintexts each. To increase the reliability of the timing measurements, we repeat each
measurement r times, where r = 20 or r = 40. Since measurement noise mostly increases the
measured computation times, we calculated the average encryption time for one plaintext by
using only the j fastest out of the r timing samples. Chosen parameters for j were the 2, 5, 10
and j = r fastest measurements.
Table 1. Number of false positives m for one column with a success probability of 65%

Test

Parameters
n
I

1
2
3
4
5

800
1024
1024
1024
1024

600
400
400
600
800

r

j=2

40
20
40
15
40

1.78
2.11
0.89
1.67
0.13

False positives
j=5
j = 10
1.56
1.22
0.89
1.89
0.13

1.33
1.22
0.67
2
0.38

j=r
1.56
1.67
0.89
1.78
0.38

Table 1 shows the expected number of false positives for one column (hence, four collisions
and four revealed key bytes). All non-collisions that have a timing lower than or within the group

of the four fastest real collisions are considered false positives. If we accept one false positive
per column (i.e. a total of four false positives), the remaining key space is increased to about
241 key candidates for the entire AES key. If two non-collisions are accepted per column, the
complexity of the key search rises to approximately 247.6 , for three to 252.5 , and for four false
positives to 256.5 possibilities. With a highly optimized AES implementation such as the one of
Hamburg [19], up to 238 AES encryptions can be performed per hour on a modern core2duo
desktop processor, resulting in a feasible attack, even in the case of one false positive per column.
Table 2. Number of measurements N and the size of the remaining key space K for our differential
wide collision attack and the expanded second round attack by Aciiçmez et. al. [1]
Attack

Test

N
j=2

Our attack
Aciiçmez et. al. [1]

2
3
5

65,536,000
131,072,000
262,144,000
128,000,000

49.7
41.6
36.9

Remaining key space K [2x ]
j=5
j = 10
j=r
43.8
42.2
36.9

43.8
41.2
38.7

47.4
42.2
37.5
32

Table 2 summarizes the complexity of the key recovery step as number of remaining key candidates and complexity of the online phase as the needed number of traces for the different test
cases described in Table 1. The results of our differential wide collision attack are compared to
the expanded second round attack of Aciiçmez et. al. [1] on the same target platform, revealing
that our attack has an increased complexity for the key recovery, but can successfully be performed with a lower number of measurements. All parameters of both attacks are for an expected
success rate of 90%. Depending on the chosen attack parameters, we can approximately halve
the number of needed measurements when compared to the expanded second round attack. In
test setup 2, 66 million measurements suffice, with a remaining key space of 243.8 , resulting in a
more realistic attack.
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Conclusion

We presented a novel differential collision attack making use of the MDS properties of the AES
algorithm. The attack outperforms previous attacks in the same adversarial scenario in terms of
needed measurements and decreases the remaining key space far enough to be easily computable
on a modern desktop PC.
We furthermore presented the first evaluation of the vulnerability of embedded platforms to
cache timing attacks and showed that cache attacks are feasible in practical setups. We want to
stress that cache attacks pose a serious threat, especially on embedded platforms. Developers of
embedded software solutions relying security functionality should consider the threat of cache
timing attacks when designing their systems.
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