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Abstract

The security of the most popular asymmetric cryptographic scheme RSA depends
on the hardness of factoring large numbers. The best known method for this in-
teger factorization is the General Number Field Sieve (GNFS). One important step
within the GNFS is the factorization of mid-size numbers without small prime divi-
sors. This can be done efficiently by the Elliptic Curve Method (ECM), e.g. in special
hardware.

In this work, we present an efficient hardware implementation of ECM to factor num-
bers up to 200 bit, which is also scalable to other bit lengths. For proof-of-concept
purposes, ECM is realized as a software-hardware co-design on an FPGA and an em-
bedded microcontroller. This appears to be the first publication of a realized hardware
implementation of ECM. We adapted ECM for the requirements of efficient special
hardware and provide estimates for a state-of-the-art CMOS implementation of the
design and for the application of massive parallel ECM engines to the GNFS. The
factorization of large integers such as RSA moduli can be improved considerably by
using the ECM hardware presented.

Keywords: integer factorization, elliptic curve method, software-hardware codesign, field
programmable gate array.

1 Introduction

There are several good algorithms for factoring integers, each one appropriate for a differ-
ent situation. The Generalized Number Field Sieve (GNFS) is best for factoring numbers
with large factors, e.g., for attacking RSA. Within GNFS, a method is needed to factor lots
of smaller numbers efficiently (factorization of the cofactors, smoothness test). A good
choice for this task is MPQS (Multiple Polynomial Quadratic Sieve) or ECM (Elliptic
Curve Method, see [1]).

The current world record in factoring a random RSA modulus is 576 bit and was achieved
with a complete software implementation of the GNFS in 2003 [2], using MPQS for the



factorization of the cofactors. For larger moduli it will become crucial to use special
hardware for factoring.

We propose an efficient smoothness test architecture in special hardware to support GNF'S.
Our aim is to minimize its AT product (area time product) such that massive parallel
devices for smoothness tests become as cheap as possible. It appears that the use of ECM
rather than MQPS is the better choice for this task, since MQPS requires a larger silicon
area and irregular operations.

A new hardware design for the sieving step in GNFS is called SHARK [3] and has been
proposed very recently. SHARK distinguishes itself from other proposed architectures
for RSA factorization (see, e.g. [4]) by relying on conventional technologies and a very
high modularity. However, all these architectures including software implementations on
conventional PCs can be improved considerably by the massive use of highly efficient
units for smoothness testing, e.g. using the proposed ECM architecture. Note that in all
these variants we have to factor mid-size numbers without small prime divisors. In other
variants (see [5]) with little or no sieving one has to factor many large arbitrary numbers.
In this case using our ECM units gives an upper bound for the overall costs, but many
improvements are possible.

ECM is an almost ideal algorithm for dramatically improving the AT product through
special purpose hardware. First, it performs a very high number of operations on a very
small set of input data, and is, thus, not very I/O intensive. Second, it requires relatively
little memory. Lastly, it should be noted that the nature of the smoothness testing in the
GNEFS allows for a very high degree of parallelization. The key for efficient ECM hardware
lies in fast arithmetic units. Such units for modular addition and multiplication have been
studied thoroughly in the last few years, e.g., for the use in cryptographic devices using
ECC.

Our hardware implementation of ECM can factor numbers up to 200 bit. The design is
scalable to larger and smaller bit lengths (by changing a parameter in the VHDL code).
In some range, 100 to 300 bit, say, both the time and the silicon area depend linearly on
the bit length. Such a design for 125 bit perfectly fits the needs of SHARK [3]. Choosing
other parameters in SHARK, massive use of our ECM units can reduce the overall costs
considerably.

There are many possible improvements of the original ECM. Based on these improvements,
we adapted the method to the very restrictive memory requirements of efficient hardware,
thus, minimizing the AT product. The parameters used in our implementation are best
suited to find factors of up to about 40 bit. For proof-of-concept purposes, ECM is
realized as a software-hardware co-design on an FPGA and an embedded microcontroller.
A highly efficient modular multiplication architecture described by Tenca and Kog (see [6])
is used and allows for reliable estimates for a future ASIC implementation. We propose
to group about 1000 ECM units together on an ASIC and describe a controlling unit that
synchronously feeds the units with programming steps, such that the ECM algorithm does
not need to be stored in every single unit. In this way we keep the overall ASIC area small
and still do not need much bandwidth for communication. These estimates allow us to
assess the costs of massive parallel ECM engines used in a GNFS machine.

Section 2 introduces ECM and some optimizations relevant for our implementation. The
choice of parameters and arithmetic algorithms, the design of the ECM unit and a possible
parallelization are described in Section 3. The next two sections present our FPGA im-
plementation, some estimates for a realization as ASIC and a case study of GNFS support
with ECM hardware. The last section collects results and conclusions.



2 Elliptic Curve Method

The principles of ECM are based on Pollard’s (p — 1)-method [7]. We now describe
H. W. Lenstra’s Elliptic Curve Method (ECM) [1] (see also [8]).

2.1 The Algorithm

Let N be an integer without small prime factors which is divisible by at least two different
primes, one of them ¢. Such numbers appear after trial division and a quick prime power
test.

Let F/Q be an elliptic curve with good reduction at all prime divisors of N (this can be
checked by calculating the gcd of N and the discriminant of E which very rarely yields a
prime factor of N) and a point P € F(Q). Let E(Q) — E(F,),Q — @ be the reduction
modulo ¢. If the order o of P € E(F,) satisfies certain smoothness conditions described
below, we can discover the factor ¢ of N as follows:

Phase 1 Calculate @ = kP where k =[] <5, primeP™ and e, = [l‘ffg%]

Phase 2 Check for each prime By < p < By whether pQ reduces to the neutral element
in E(F,;). This can be done, using the Weierstrafl form and projective coordinates
PQ = (zpQ : YpQ : 2pQ), by testing whether ged(2,g, V) is bigger than 1.

All calculations are done modulo N. If an inversion is not possible (e.g., using affine
coordinates in the Weierstra$l form) a divisor is found. The parameters B; and By control
the probability of finding a divisor g. More precisely, if o factors into a product of coprime
prime powers (each < Bj) and at most one additional prime between B; and Bsa, the
prime factor ¢ is discovered.

The procedure will be repeated for other elliptic curves and starting points. To generate
them, one commences with the starting point P and constructs an elliptic curve such that
P lies on it.

It is possible that more than one or even all prime divisors of N are discovered simul-
taneously. This happens rarely for reasonable parameter choices and can be ignored by
proceeding to the next elliptic curve.

Note that we can avoid all gcd computations but one at the expense of one modular
multiplication per ged by accumulating the numbers to be checked in a product modulo
N and doing one final gcd.

2.2 The Elliptic Curves

Apart from the Weierstrafl form there are various other forms for the elliptic curves. We
use Montgomery’s form (1) and compute in the set S = E(Z/NZ)/{£1} only using the
z- and z-coordinates (see [9]).

By*z = 2° + Az?z + 227 (1)

The residue class of P + @ in this set can be computed from P, @_and P — @ using 6 mul-
tiplications (2). A duplication, i.e. 2P, can be computed from P using 5 multiplications
(3). Since we are only interested in checking whether we obtain the point at infinity for
some prime divisor of N, computing in S is no restriction. In the following we will not



distinguish between E(Z/NZ) and S, and pretend to do all computations in E(Z/NZ).

Addition: (2)
aprq = zp-ql(xp —2p)(xq +2q) + (zp + 2p)(zq — 2Q)°
zprq = wp-g[(rp —2p)(wq +2q) — (xp + zp)(zq — 2q)]?
Duplication: (3)
dapzp = (zp+2p)*—(xp—2p)°
rop = (xp+ ZP)2<33P - ZP)2
wmp = 4xpzpl(zp —2p) +4apzp(A+2)/4]

2.3 The First Phase

If the triple (P,nP,(n 4+ 1)P) is given we can compute either (P,2nP,(2n + 1)P) or
(P,(2n + 1)P,(2n + 2)P) by one addition and one duplication in Montgomery’s form.
Thus @@ = kP can be calculated using [log, k] additions and duplications, amounting to
11[logy k] multiplications. In the case zp = 1 we can reduce this to 10[logy k] multiplica-
tions.

By handling each prime factor of k separately and using optimal addition chains the
number of multiplications can be decreased to roughly 9.3[logsy k] (see [9]). The addition
chains can be precalculated.

2.4 The Second Phase

The standard way to calculate the points p@ for all primes By < p < Bs is to precompute
a (small) table of multiples k@ where k runs through the differences of consecutive primes
in the interval | By, Ba]. Then, po@ is computed with py being the smallest prime in that
interval and the corresponding table entries are added successively to obtain p@) for the
next prime p. There is a faster variant which additionally allows the use of Montgomery’s
form ([10, 9]).

The improved standard continuation uses a parameter 2 < D < Bj. First, a table T
of multiples k@ of @Q for all 1 < k < %, ged(k, D) = 1, is calculated. Each prime
By < p < By can be written as mD £ k with kQ € T. Now, ged(zpg, N) > 1 if and only if
ged(zmpQ2rQ — ThQZmp@, N) > 1. Thus, we calculate the sequence mD(@ (which can eas-
ily be done in Montgomery’s form) and accumulate the product of all 2,,pQzrQ — TrQ2mDQ
for which mD — k or mD + k is prime.

The memory requirements for the improved standard continuation are @ points for the
table T" and the points DQ, (m — 1)DQ, mDQ for computing the sequence, altogether
©(D) 4+ 6 numbers. The computational costs consist of the generation of 7" and the
calculation of mD(@ which amounts to at most % + % +7 elliptic curve operations (mostly
additions) and at most 3(7(B2) — m(B1)) modular multiplications, 7(z) being the number
of primes up to . The last term can be lowered if D contains many small prime factors
since this will increase the number of pairs (m, k) for which both mD — k and mD + k
are prime. Neglecting space considerations a good choice for D is a number around /By
which is divisible by many small primes.



3 Methodology

This section discusses the parametrization and design of our ECM unit.

3.1 Parametrization of ECM

Our implementation focuses on the factorization of numbers up to 200 bit with factors
of up to around 40 bit. Thus, “good” parameters for Bj, Bo, and D have to be found,
yielding a high probability of success and a relatively small running time and area con-
sumption. With the running time depending on the size of the (unknown) factors to be
found, optimal parameters cannot be known beforehand. Hence, good parameters can be
found by experiments with different prime bounds.

Deduced from software experiments, we choose B; = 960 and By = 57000 as prime
bounds. The value of k£ has 1375 bits and, assuming the simple binary method, 1374
point additions and point duplications for the execution of phase 1 are required. Due
to the use of Montgomery coordinates, the coordinate zp of the starting point P can be
set to 1, thus, addition takes only 5 multiplications instead of 6. The improved phase 1
(with optimal addition chains) has to use the general case, where zp # 1. For the sake
of simplicity and a preferably simple control logic, we choose the simple method for the
time being. For the chosen parameters, the computational complexity of phase 1 is 13740
modular multiplications and squarings’.

According to Equation (3), duplicating a point 2P4 = P¢ involves the input values
TA,24,A2q and N, where Ayy = (A + 2)/4 is computed from the curve parameter A
(see Equation (1)) in advance and should be stored in a fixed register. A point addition
Pc = Py + Pp handles the input values z4,z4,2p,25,24-B,24-p and N (see Equa-
tion (2)). Notice that during phase 1 the values N, Aoy, z4_p and z4_p do not change.
Furthermore, z4_p = 21 can be chosen to be 1. Thus, no register is required for z4_pg.
The output values z¢ and z¢ can be written to certain input registers to save memory.
If we assume that the ECM unit does not execute addition and duplication in parallel,
at most 7 registers for the values in Z/NZ are required for phase 1. Additionally, we
will require 4 temporary registers for intermediate values. Thus, a total of 11 registers is
required for phase 1.

For phase 2, the value D = 30 is chosen to keep the size of the table low at the cost of an
increased running time. Since ¢(D) = 8 is small, only 8 additional registers are required to
store all coordinates in the table. Unlike in phase 1, we have to consider the general case
where z4_p # 1. Hence, an additional register for this quantity is needed. For the product
IIof all x4 - 2z — z4 - xB, one more register is neccessary. The temporary registers from
phase 1 suffice to store the intermediate results x4 -z, 24 -xp and £ 4-2zB — 24 -xpB. Hence,
a total of 21 registers is necessary for both phases. The total computational complexity
of phase 2 is 1881 point additions and 10 point duplications. Together with the 13590
modular multiplications for computing the product, 24926 modular multiplications and
squarings are required.

For a high probability of success (> 80%), software experiments showed for the parameters
given that we need to run ECM on approximately 20 different curves.

'In this contribution, squarings and multiplications are considered to have an identical complexity since
the hardware will compute a squaring with the multiplication circuit.



3.2 Design of the ECM Unit

The ECM unit mainly consists of three parts: the ALU (arithmetic logic unit), the memory
part (register) and an internal control logic (see Figure 1). Each unit has a very low
communication overhead since all results are stored inside the unit during computation.
Before the computation starts, all required initial values are assigned to memory cells of
the unit. Only at the very end when the product has been computed, the result is read
from the unit’s memory. Commands are generated and timed by a central control logic
outside the ECM unit(s).

Figure 1: Overview of one ECM Unit
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3.2.1 Central Control Logic

The central control logic is connected to each ECM unit via a control bus (ctrl). It
coordinates the data exchange with the unit before and after the computation and starts
each computation in the unit by a special set of commands. The commands contain
an instruction for the next computation to be performed (i.e., add, subtract, multiply),
including the in- and output registers to be used (P1-P21). The control bus has to offer
the possibility to specify which input register(s) and which output register is active. Only
certain combinations of in- and output registers occur, offering the possibility to reduce
the complexity of the logic and the width of the control bus by compressing the necessary
information.

If several ECM units work in parallel, only one central control logic is needed. All com-
mands are sent in parallel to all units. Only in the beginning and in the end, the unit’s
memory cells have to be written and read out separately. Centralizing the control saves a
lot of space, since the ECM program is rather complex.

3.2.2 Memory

Inside each unit, a register has a unique hardware address and can be addressed from
outside the unit. This is mandatory since the central control logic writes data to these
registers before phase 1 starts and it reads data from one of the registers after phase 2
has been finished. Each register can contain n bits and is organized in e = [”TH] words
of size w (see Figure 2). Memory access is performed word wise. Reasonable values for w
are w = 4, 8,16, 32 but are, though, not mandatory.



Figure 2: Memory Management
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3.2.3 Arithmetic Logic Unit (ALU)

The ALU performs the arithmetic in Z/NZ, i.e., modular multiplication, modular squar-
ing, modular addition and subtraction. Objectives for a choice of implemented algorithms
are mentioned in the following subsection.

3.3 Choice of the Arithmetic Algorithms

The main purpose of the design is to synthesize an area-time optimal implementation
of ECM. Low area consumption can be achieved by structures, which do not require
much memory and which allow for a certain degree of serialization. In the following, we
briefly describe the algorithms for modular addition, subtraction and multiplication to
be implemented for the ALU. Squaring is done with the multiplication circuit, since a
separate hardware circuit for squaring would increase the overall AT product. A similar
approach is applied for subtraction that can be computed with an only slightly changed
adder circuit.

Modular Montgomery multiplication is achieved with the very efficient architecture pro-
posed in [6] and is scalable in terms of the bit length and word length of the operands.
The multiplier architecture relies on a fast word multiplication which can be pipelined.
The internal word additions are performed by simple adders. Figure 3 shows the archi-
tectures of one stage. While in [6] a structure with carry-save adders and redundant
representation of operands has been implemented, we have chosen a configuration with
carry-propagate adders and non-redundant representation that makes a more efficient im-
plementation possible, especially when the target platform supports fast carry chain logic.
A detailed comparison of both structures can be found in [11]. A minimal AT product
of the multiplier can be achieved with a word width of 8 bit and a pipelining depth of 1
(w = 8,p = 1, see [6]). However, for our ECM architecture, the AT product does not
only depend on the AT product of the multiplier. In fact, the multiplier only takes a
comparably small part of the overall area. On the other hand, the overall speed relies
primarily on the speed of the multiplier. Thus, we choose a pipelining depth of p = 8 for
word width w = 8 bit, in order to achieve a higher speed. The additional area increases
only marginally, hence, yielding a lower AT product.

Addition and subtraction is implemented in one circuit. As with the multiplication circuit,
the operations are done word wise and the word size and number of words can be chosen
arbitrary. Since the same memory is used for input and output operands, we choose the
same word size as for the multiplier. The subtraction relies on the same hardware, only
one control bit has to be set in order to compute a subtraction rather than an addition.



Figure 3: Multiplier Stage
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Note that a modular addition needs a comparison with the modulus, whereas a modular
subtraction only needs to check for a negative result, which is less expensive.

3.4 Parallel ECM

ECM can be perfectly parallelized by using different curves in parallel since the computa-
tions of each unit are completely independent. For the control of more than one ECM unit,
it is essential to know that both phases, phase 1 and phase 2, are controlled completely
identically, independent of the composite to be factored. Solely the curve parameter and
possibly the modulus of the units and, hence, the coordinates of the initial point differ.
Thus, all units have to be initialized differently which is done by simply writing the values
into the corresponding memory locations sequentially?. During the execution of both
phases, exactly the same commands can be sent to all units in parallel. Since running
time of multiplication/squaring is constant (does not rely on input values) and for addi-
tion/subtraction differs at most in 2(e + 1) clock cycles, all units can execute the same
command at exactly the same time. After phase 2, the results are read from the units
one after another. The required time for this data IO is negligible for one ECM unit since
the computation time of both phases dominates by far. In this way even several thousand
ECM units can be connected to a single control unit, initializing the units sequentially.

4 Implementation

4.1 Hardware Platform

The ECM implementation at hand is a hybrid design. It consists of an ECM unit imple-
mented on an FPGA (Xilinx Virtex2000E-6) and a control logic implemented in software
on an embedded microcontroller (ARM7TDMI, 25MHz, see [12]). The ECM unit is coded
in VHDL and was synthesized for a Xilinx FPGA (Virtex2000E-6, see [13]). For the actual
VHDL implementation, memory cells have been realized with the FPGA’s internal block
RAM.

The unit, as implemented, listens for commands which are written to a control register
accessible by the FPGA. Required point coordinates and curve parameters are loaded into

2At a later stage, we might think of some modifications to improve the data IO of the registers.



the unit before the first command is decoded. For this purpose, these memory cells are
accessible from the outside by a unique address. Internal registers, which are only used as
temporary registers during the computation are not accessible from the outside.

The control of the unit(s) is done by a microcontroller present on the board and controls
the data transfer from and to the units and issues the commands for all steps in phase 1
and phase 2.

Remark, that the design is done for n = 199 bit numbers N. Scaling the design to bit
lengths from 100 to 300 bit can be easily accomplished. In this case, the AT product will
de- /increase according to the size of n?.

4.2 Results

After the synthesis and place and route, the binary image was loaded onto the FPGA.
Table 1 shows the timing estimates for 40 MHz of the implementation. Phase 1 has been
completely implemented. Since the control logic of phase 1 has not been optimized yet,
we provide estimates for expected timings for phase 1 (and phase 2) based on the timings
of the elementary operations.

Table 1: Average Running Time Estimates of the ECM Implementation (195 bit modulus),
p =8, w =8 (Xilinx Virtex2000E-6, 40 MHz)

‘ Operation ‘ Time
modular addition 2 us
modular subtraction 1.3 pus
modular multiplication | 16.7 us
modular squaring 16.7 us
point addition 93.6 us
point duplication 89.8 us
Phase 1 252 ms
Phase 2 438 ms

The time for the initialization is not taken into account, since it only delays the compu-
tation at the very beginning and the very end.

5 A Case Study: Supporting GNFS with ECM Hardware

Building an efficient and cheap ECM hardware can influence the overall performance of
the GNFS since ECM can be perfectly used for smoothness testing within the GNFS. In
this section, we briefly estimate the costs, space requirements and power consumption of
a special ECM hardware as ASIC (Application Specific Integrated Circuit). This special
hardware could be produced as single ICs (such as common CPUs), ready for the use in
larger circuits.

5.1 Estimation of the Running Time

We can determine the running time of both phases on basis of the underlying ring arith-
metic. The upper bounds for the number of clock cycles of a modular addition and a



modular subtraction for a setting with n = 199, w = 8 and e = 25 are determined by
Toaa = 3(e+ 1) = 78 and Ty, = 2(e + 1) = 52 cycles. According to [6], the implemented
multiplier requires

Tmul = ’Vz-‘ (6 + 1) + 2p

clock cycles per multiplication. Hence, a 195 bit multiplication requires 7;,,; = 666 cycles.
For each operation we should include T;,;+ = 2 clock cycles for the initialization of the
ALU at the beginning of each computation.

For the operations on the elliptic curve for phase 1 we obtain

Tradd = 5T + 3Todqd + 3Tsup + 11T = 3742 and
Tpapy = 5Tnu + 2Tadd + 2Tsup + 9Tinie = 3608

clock cycles. For phase 2, Tp,qq changes to Tl'gadd = 4410 since z4_p # 1 in most cases,
hence, we have to take the multiplication with z4_p into account.
The total cycle count for both phases is

Trhase 1 = 1374(Tpadd + Trap) = 10098900  and
Trhase 2 = 1881Tpyuq + 50T pap + 135907, = 17553730

clock cycles. Excluding the time for pre- and postprocessing, a unit needs approximately
27.7-10° clock cycles for both phases on one curve. If we assume a frequency of 500 MHz,
such a complex computation can be performed in approximately 55 ms.

5.2 Estimation of Area Requirements

According to [6]3, the multiplier with w = 8,p = 8 requires 21400 transistors in standard
CMOS technology (assuming 4 transistors per NAND gate). We assume that the circuit
for addition and subtraction can be achieved with at most 1000 transistors. For the
memory, we assume (area expensive) statical RAM which requires 25200 transistors for
21 registers. For the control inside the unit and the control of the whole circuit, we assume
additional 8000 transistors per ECM unit. Hence, one unit requires approximately 55600
transistors. Assuming the CMOS technology of a standard Pentium 4 processor (0.13 pm,
approximately 55 million transistors), we could fit 990 ECM units into the area of one
standard processor. One ECM unit needs an area of approximately 0.1475 mm? and has
a power dissipation of approximately 40 mW.

5.3 Application to the GNFS

Considering the architecture for a special GNFS hardware of [3], we have to test approxi-
mately 1.7 - 101 cofactors up to 125 bit for smoothness within a year. Since both the
running time as well as the area requirement scales linearly with the bit size, we can
multiply the results from the subsections above with a factor of 125/199 ~ 0.628. If we
distribute the computation over a whole year, we have to check 5.4 million cofactors per
second. For a probability of success of > 80%, we test 20 curves per cofactor, thus, we need

3Remark: The numbers provided in that contribution refer to a multiplier built with carry-save adders.
Since we implemented the architecture with carry-propagate adders, the given number of 21 400 transistors
is larger (approximately 20%) than what would be achieved with our design.



approximately 3.7 million ECM units which would yield a total chip area of 350 000 mm?
(= 2400 ICs of the size of a Pentium 4) and a power consumption of approximately
100 kW. If we assume a cost of US$ 5000 per 300 mm wafer, the ECM units would cost
less than US$ 25000 for the whole GNFS architecture which is negligible towards the
US$ 160 million for the rest of the machine. A different choice of parameters uses much
more ECM and can reduce the costs of SHARK considerably.

6 Conclusions

The work at hand presents the first ECM hardware implementation. The implementation
is a hardware-software codesign and has been implemented on an FPGA and an ARM
microcontroller for factoring integers of a size of up to 199 bit. We implemented a variant
of ECM which allows for a very low area time product and, hence, is very cost effec-
tive. Our implementation impressively shows that due to very low area requirements and
low data 10, ECM is predestinated for the use in hardware. A single unit for factoring
composites of up to 199 bit requires 519 flip-flops, 857 lookup-tables and 22 BlockRAMs
(less than 2% of logic and 13% of memory resources of the Xilinx Virtex2000E device).
Regarding a possible ASIC implementation, around 990 ECM units could be placed on a
single Pentium4-sized chip.

As demonstrated, ECM can be perfectly parallelized and, thus, an implementation at a
larger scale can be used to assist the GNFS factoring algorithm by carrying out the fac-
torization of the cofactors. A low cost ASIC implementation of ECM can decrease the
overall costs of the GNFS architecture SHARK, as shown in [3].

As future steps, the control logic for the second phase will be implemented. Variants of
phase 2 can be examined in order to achieve the lowest possible AT product. To achieve a
higher maximal clock frequency of the ECM unit, we need to focus on a better structure
of the control logic inside the unit.

Furthermore, most of the computation time is spent for modular multiplications, and an
improvement of the implementation of the multiplication will directly affect the overall
running time. With the VHDL source code at hand, the next logical step is the design and
simulation of a full custom ASIC containing the logic, which currently is implemented in
the FPGA. For an ASIC implementation, a parallel design of many ECM units is prefer-
able. The control can still be handled outside the ASIC by a small microcontroller, as it
is the case with the work at hand. Alternatively, a soft core of a small microcontroller can
be adopted to the specific needs of ECM and be implemented within the ASIC. With a
running ECM ASIC, exact cost estimates for the support of algorithms such as the GNFS
can be obtained.

Acknowledgement: We would like to thank Milo§ Drutarovsky and Viktor Fischer for
providing assistance with programming the arithmetic logic unit.
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