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Abstract—In this paper we propose a reconfigurable
lightweight Internet Protocol Security (IPSec) hardware core.
Our architecture supports the main IPSec protocols; namely
Authentication Header (AH), Encapsulating Security Payload
(ESP), and Internet Key Exchange (IKE). In this work, the
cryptographic algorithms and their modes of operation, which
are at the heart of the IPSec protocols, are implemented in hardware. Instead of re-implementing common IPSec configurations,
which are deemed “too heavy” for pervasive devices, we evaluate
efficient implementations of standardized and/or well-known
lightweight and hardware-friendly algorithms. In particular, we
examine different versions of P RESENT, G RØSTL, P HOTON,
and a very compact ECC core. As a consequence, we present
IPS ECCO, a core with adequate security and only moderate
resource requirements, making it suitable for lightweight devices.
We selected the Xilinx Spartan family of Field Programmable
Gate Arrays (FPGA) as target platform due its low-power
footprint and reduced costs compared to other FPGAs. Our
results show that it is possible to realize a high performance
IPSec core even on members of the Spartan-3 family.
Keywords-Lightweight; IPSec; FPGA; Reconfigurability

I. I NTRODUCTION
With the technological development in today’s world, more
and more computing devices enter the market and many of
them are connected over the Internet or local networks in
order to communicate with each other. An increasing number
of these devices are resource-constrained devices and used in
pervasive computing applications. These lightweight devices
also need to connect to the Internet for device-to-device
communication and product updates – mostly over a wireless
network. There must be a common language for devices
across networks to share information with each other. The
Internet Protocol (IP) [1]–[3] is the primary communication
protocol for transferring data between parties across a network. It defines datagram structures that are encapsulating the
data to be delivered. For resource-constrained environments
like embedded systems, there is even a lightweight version of
IP, namely lwIP [4], which reduces the resource utilization.
The rapid increase in the utilization of computing devices
led to security problems especially in communication over
networks. Nowadays, many devices require authentication and
encryption of the data they receive and send. The same is valid
for area-constrained devices, many of them provide critical
data. For devices with no resource limitation, a security
enhancement to IP, called IPSec [5]–[7], has already been proposed. IPSec defines a family of protocols to provide security
services such as confidentiality – to prevent undesired access

attempts to the data transmission, data integrity – to make sure
that the transferred data is not changed, and authentication –
to identify the information source. In IPSec, there are different
protocols to provide mentioned services. For instance, the
Authentication Header (AH) protocol provides data authentication. The Encapsulating Security Payload (ESP) protocol
defines mechanisms for confidentiality and data integrity.
Finally, the Internet Key Exchange (IKE) protocol is used for
establishing secure connections. These protocols use different
cryptographic primitives such as encryption, hashing and
modular arithmetic in order to provide security services. A
minimum set of algorithms, which must be supported in
an IPSec implementation for AH, ESP, and IKE protocols,
was defined in “Cryptographic Suites for IPSec” [6], [7]
for standardization purposes. For example, in “Cryptographic
Suite B” [7], the AES [8] cipher is used in Galois/Counter
Mode (GCM) [9] to provide authenticated encryption. The
Hashed Message Authentication Code (HMAC) [10] construction is used with the Secure Hash Algorithm (SHA) [11]
for AH services. For exchanging keys between parties, IKE
uses the Diffie-Hellman key exchange [12]. However, none
of these recommendations are actually targeted at resourceconstrained devices. To the best of our knowledge, there exists
no standardized lightweight IPSec protocol in the literature.
In this paper, in order to have a lightweight IPSec core,
we exchange regular algorithms with lightweight ones –
standardized and/or well-known lightweight algorithms. For
instance, instead of AES we use P RESENT [13], which is
already standardized by ISO/IEC [14]. As hash functions we
evaluate SHA-3 candidate G RØSTL [15] and the lightweight
proposal P HOTON [16], which uses the P RESENT Sbox.
Due to already mentioned lightweight device constraints,
a lightweight crypto core must be low-cost and low-power.
Software solutions suffer from low performance (when compared to hardware) and some hardware implementations, such
as ASIC (Application-Specific Integrated Circuit) implementations, lack the flexibility and programmability offered by
software. Hence, using an FPGA platform for the designed
hardware core seems to be the perfect solution to achieve
our goals and reconfigurability. We implement both the encryption/hashing algorithms and modes of operation in hardware. Selecting Xilinx Spartan FPGAs as the target platform
provides us with reconfigurability, we therefore can switch
between different lightweight algorithms or implementations
depending on our needs with less effort. For these platforms,

we evaluate and propose the IPS ECCO-80 and IPS ECCO-128
cores, which are configured to achieve 80-bit and 128-bit
symmetric security.
The paper is organized as follows: In Section II previous works are discussed. Section III describes the proposed
IPS ECCO architecture, and Section IV discusses our results.
Finally, we conclude the paper together with future directions
in Section V.
II. R ELATED WORK
Hardware-related implementations of IPSec specific functionality have been relatively scarce, although the last year
has seen a spark of activity.
In [17] the authors propose an architecture for implementing IPSec on a Xilinx Virtex-4. Cryptographic primitives are
realized as a reconfigurable co-processor which is attached
to a MicroBlaze soft-core. The MicroBlaze is responsible for
handling the protocol layer and reconfiguring the co-processor
according to the type of primitive that is required. The supported primitives are programmed into the co-processor ondemand, i.e., the co-processor supports only one primitive at a
time, which allows for a lower overall resource consumption.
However, since partial reconfiguration comes with a time
penalty for switching the crypto core, this approach does not
allow for extremely high throughput in a typical setting.
The authors of [18] propose an architecture which targets
IPSec and SSL. The architecture is optimized for throughput
rather than area and is implemented on a Xilinx Spartan3. A soft-core handles the protocol layer and distributes
cryptographic operations to an array of crypto engines, which
are instantiated in parallel. Equipped with adequate buses,
this system allows for an extremely high throughput while
maximizing device resource utilization.
The authors of [19] implement their design on a Xilinx
Virtex-5. They propose to use four different types of cores,
designed to handle the AH and ESP packets of IPSec. In
contrast to the previously discussed papers, the system in
this paper allows one to flexibly choose how many cores of
which type are to be used in the IPSec processor. This feature
is enabled by a flexible bus architecture connecting these
cores. The key exchange phase of IPSec is not considered
in this design, hence there are no cores using asymmetric
cryptography.
In [20], the authors propose an IPSec implementation on
a Xilinx Virtex-2 Pro FPGA. Again, the protocol layer is
handled by a soft-core and reconfigurable hardware implements AES and HMAC. Asymmetric cryptography is also
not considered in this paper.
III. I MPLEMENTATION
Our implementation of IPS ECCO supports a tight coupling
with a soft-core, such as Xilinx’ MicroBlaze or PicoBlaze, as
depicted in Figure 1. The main idea here is to let the soft-core
handle the protocol layer of IPSec, whereas our core executes
all cryptographic operations, thus accelerating the supported
cryptographic primitives. Contrary to mentioned related work,
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Table I
IPS ECCO CONFIGURATIONS

our focus is on supplying a small core able a handle all IPSec
requirements while maintaining a very low footprint.
Our core supports P RESENT-80 and P RESENT-128,
G RØSTL, P HOTON and ECC. For both P RESENT variants we
have implemented a BRAM-based version – for extra low
area usage and a serial version – optimized for higher speeds
(compared to BRAM-based version). To complement the respective version with a hash function, we use a BRAM-based
implementation of P HOTON and a serial implementation of
G RØSTL. Considering the key sizes and different versions,
the overall IPS ECCO core is available in two different configurations, see Table I. IPS ECCO-80 provides a security level
equivalent to 80-bit symmetric security, while the IPS ECCO128 core achieves 128-bit security.
The design choices and implementation details of the three
distinct blocks (enabling AH, ESP, IKE of IPSec) of our core
are given in the following.
A. Message Authentication
In order to provide data integrity and authenticity in the
AH mode, IPSec defines a symmetric message authentication
code (MAC). The biggest advantage of a MAC is its relatively
high speed compared to digital signatures. However, MACs
are symmetric so that both parties have to agree on a joint
key, and also do not ensure confidentiality of the transmitted
information.
IPSec requires the usage of the HMAC construction. which
provides a fixed size authentication tag for arbitrary messages
and can be provably secure under some circumstances. The
HMAC value of a message x is computed as

HMACk (x) = H (k + ⊕ opad)||H(k + ⊕ ipad)||x
where opad and ipad are padding constants. In order to make
the construction secure, it is required that the key length used
is equal or greater than the output length of the employed
hash function H.

Figure 2.

Architecture of the HMAC core

The implementation of an HMAC wrapper, given a hash
function H, is rather straightforward, see Figure 2. We only
require a shift register, implemented as SLR that stores the
key (as it is needed twice), and also the hash output after the
first call to the hash function has been processed. We have
implemented two modern, lightweight hash functions, to be
used in our wrapper.
1) P HOTON: One implementation option we provide for
IPS ECCO is the lightweight hash function P HOTON, which
is designed for hardware efficiency and low area consumption. P HOTON is based on the well-established and analyzed
sponge framework [21] and supports several parameter sets
for different levels of security. In this work we have implemented P HOTON-160/36/36, which provides 80-bit collision
resistance and has an input block length of 36 bits. The
state is represented as a 7 × 7 nibble matrix, which is first
initialized with some constants. For each message block, the
message is XORed with the content of the state and afterwards
a permutation is applied (12 times for every input block).
This permutation consists of adding constants, appyling the
P RESENT Sbox to every entry of the state, rotating some rows
and finally mixing columns of the state. After all message
blocks have been absorbed, the squeezing phase begins in
which the hash output is generated by further applications of
the permutation and extraction of parts of the state.
We have implemented P HOTON as an Application-Specific
Processor (ASP) that stores its program code and also the state
in a dual-port block RAM in order to save slice resources.
Some operations are directly applied to the state (e.g., Sbox or
XORing of constants) and do not involve any registers. Other
instructions, like shifting and re-ordering of entries of the
state, are performed with the help of two 4-bit registers. One
register is also able to execute Galois field arithmetic, which is
necessary in the MixColumns layer. Constants are generated
by LFSRs, which are also used to trigger the execution of
static branch instructions and hold the state (e.g., the number
of applications of the permutation layer to a message block).
2) G RØSTL: G RØSTL is a collection of hash functions and
one of the five SHA-3 finalists. G RØSTL can return message
digests from 8 to 512 bits in 8-bit steps and the variant
returning n bits is called G RØSTL-n. The input message M
is padded before hashing and split into l-bit message blocks,
then each message block is processed by the compression

function f together with the l-bit chaining input (with an
initial value of h0 = iv). Note that, for G RØSTL variants
with n up to 256 – as in our case, l is defined to be 512.
After the last message block is processed; the output of the
hash function passes through an output transformation, whose
output size is n bits (where n ≤ 2l).
Our serialized G RØSTL architecture is similar to the one
of [22]. There is only a single block for both P and Q
operations in order to save area, which also allows us to use
the same block for both the f and the output transformation functions. The design basically implements a modified
version of the serial AES-like data flow in [23]. While the
message is processed in P mode, it is also stored inside a
temporary register. In the Q mode, the result of P is stored
inside the temporary register while the message is restored.
Then, it is processed in Q mode and the result is combined
with the P result, which is restored from the temporary
register, and the previous hash value. For more details on
this serial design, we refer to [22].
Instead of using our G RØSTL implementation as part of
HMAC, another possibility is to use a different message
authentication method. In their submission to NIST [24], the
authors of G RØSTL state that an envelope construction such
as
MACk (x) = H(k + ||x+ ||k)
offers security similar to HMAC, but requires only one
iteration of the hash function and no wrapper.
B. Authenticated Encryption
The Galois/Counter Mode (GCM) provides authenticated
encryption with low overhead and was originally designed [9]
for 128-bit block ciphers, such as AES. However, with
lightweight block ciphers such as P RESENT [13], a modification was proposed [25] to extend GCM to ciphers with a
block size of only 64-bit.
Encryption with GCM allows for four different inputs:
an initialization vector IV , a plaintext P , a key K, and
additional data A, which is not encrypted but authenticated.
In our notation, A is split into m blocks A1 , A2 , ..., Am of
64 bits and P (and thus also C) in n blocks P1 , ..., Pn . The
output of the encryption step is a ciphertext C1 , ..., Cn and
an authentication tag T , which can be used to validate the
integrity of C and A.
We have adapted and slightly modified the GCM proposal
for 64-bit block sizes in order to correct what we believe1 is
a flaw in the document. Accordingly, GHASH64(H, A, C) is
defined by the recursive relation
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i = 0,
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⊕
A
)
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i
 i−1
∗
Xi =H · (Xi−1 ⊕ P(Am )) i = m,
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∗
i = m + n,
i−1 ⊕ P(Cn ))
1 We have tried to contact the authors of the respective document but
received no answer.
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Figure 3.

Architecture of the P RESENT/GCM core

and finally
GHASH64(H, A, C) = (((Xm+n ⊕ L(A)) · H ⊕ L(C)) · H.
Here, P(·) returns a zero-padded string of 64 bits, L(·)
returns the zero-padded bit length of its input. Building on
the construction of GHASH64, the authenticated encryption
operations are defined by the following equations:
H = E(K, 064 )
(
IV ||031 ||1
if len(IV) = 32
Y0 =
GHASH64(H, {}, IV ) otherwise
Yi
Ci
Cn
T

= I(Yi−1 ) ∀i = 1, ..., n
= Pi ⊕ E(K, Yi ) ∀i = 1, ..., n − 1
= Pn ⊕ Mu (E(K, Yn ))
= Mt (GHASH64(H, A, C) ⊕ E(K, Y0 ))

Here, I(·) denotes the 32-bit incrementation while Mx (·) returns the x most significant bits. In the original proposal [25]
we find
(
031 ||1||IV
if len(IV) = 32
Y0 =
GHASH64(H, {}, IV ) otherwise
which, in case the length of the IV is 32 bits, severely
limits the possible counter values Yi to 232 instead of 264
possibilities.
Figure 3 shows the architecture of the P RESENT/GCM core.
Since GCM is basically a combination of the well-known
CTR mode and multiplication/addition in GF(264 ), this is also
reflected in our design. Our design can be used for encryption
as well as for decryption – both modes include calculating the
authentication tag T . In case of decryption, the computed T
has to be verified by the user of our core. Note that Figure 3
depicts a simplified view on the implemented architecture.

Architecture of the BRAM-based P RESENT implementation

1) P RESENT-BRAM: P RESENT ultra-lightweight cipher is
a substitution-permutation network with 64-bit block size
and 80/128-bit key size. It has 32 rounds, which consist of
key addition, substitution, and permutation. Note that, the
last round is only the key addition step. For IPS ECCO, we
implement P RESENT for both key options, P RESENT-80 and
P RESENT-128.
For the BRAM-based implementation of P RESENT, we
refer to [26] presented at ReConfig 2011. The design makes
use of the existing BRAMs on the FPGA for the internal
state storage, which has an impact on the reduction of the
slice count. In [26], only the design for P RESENT-128 is
presented. For our work, we also implement P RESENT-80
– the difference of this design is in the last phase of the
operation flow (key schedule). The overall data flow of
P RESENT-80 is similar to P RESENT-128; however, in the
key scheduling part we have less clock cycles as a result
of the shorter key length. The main modification here is
in the addressing scheme. As mentioned before, the cycle
count is less than P RESENT-128; however, the non-symmetric
nature of P RESENT-80’s addressing logic does not allow for
a significant reduction of the slice count. In total, P RESENT80 takes 969 clock cycles while P RESENT-128 takes 1062
clock cycles (note that we have implemented the on-slice
Sbox version). As stated above, besides the key scheduling
part the data flow for both P RESENT-80 and P RESENT-128
is more or less the same. The general block diagram for both
versions is given by Figure 4.
2) P RESENT-SERIAL: In the serial implementations of
P RESENT-80 and P RESENT-128, we use a 16-bit datapath
approach instead of the regular 4-bit datapath as depicted
in [27]. Using a 4-bit datapath would certainly decrease the
slice count as the overall circuit uses less combinational
circuitry. However, we also want to have a better performance
compared to regular serial implementations. Therefore, we
selected the 16-bit datapath for the serial implementations
of P RESENT. The data is processed in 16-bit chunks, which
means we only update 16 bits of the state in each clock cycle.
As can be seen in Figure 5, we have four 16-bit state
registers and five 16-bit key registers in serial P RESENT-

Figure 6.
Figure 5.

Architecture of the ECC core

Architecture of the serial P RESENT-80 implementation

80 implementation. These registers normally act like shift
registers, except during the data load and permutation/key
scheduling. We take the data and key input in the first round
and we start processing at the same time. The key addition
and substitution are performed at the same time in each cycle
on the output of registers SR0 and KR0 . Note that we have
four 4-bit Sboxes for our 16-bit state in the substitution step.
At the end of each round the permutation is applied on the full
state as it is not possible to serialize the permutation step in a
cheap way. The same is true for key scheduling, we therefore
update the whole key registers at the end of each round, in
parallel to permutation.
The serial implementations for P RESENT-80 and P RESENT128 are similar. The main difference of P RESENT-128 is the
additional three key registers for key storage. As a result of
having a larger key size, the P RESENT-128 implementation
takes more clock cycles than P RESENT-80. One round of
P RESENT-80 is processed in 5 clock cycles while it takes 8
cycles for P RESENT-128. Furthermore, there is an additional
multiplexer at the input of SR1 to select between key-added
& Sboxed and unprocessed SR0 output, as we have to wait
for a few cycles before the permutation process at the end of
each round (which is done in parallel with the key scheduling
to preserve the data flow).
C. Key Exchange
RFC 6379 [7] defines the recommended cryptographic
primitives for IPSec for security levels of 128-bit and above.
For key exchange, and a security level equivalent to AES-128,
either RSA or use of prime field elliptic curve cryptography
is required. We opted for ECC, the given curves are the same
as recommended by NIST and earlier by SECG [28]. The
naming conventions are slightly different, so the NIST curve
ECC-p256 was formerly known as secp256r1. While NIST
only standardized the secp curves from 224-bit upwards,
there also exist recommended curves for 160-bit and 192-bit
arithmetic, named secp160r1 and secp192r1.
At ReConfig 2011, a reconfigurable ECC-p core [29] using
a microcode approach [30] was introduced. The design uses a
very small arithmetic and logic unit (ALU) and a control unit
which is able to read and decode certain instruction sequences
from BRAM. It is able to perform modular arithmetics
from point addition and doubling up to point multiplication.

Because the program code (e.g., how to perform doubling,
addition, a fast NIST reduction, etc.) and all necessary constants (base point, etc.) are stored in BRAM, it is possible to
switch from one curve to another just by changing the stored
program code and data in one BRAMs. This can happen on
the fly after initialization of the FPGA.
The ability to change the prime curve for ECC operations
just by swapping the memory content makes this design very
suitable for less expensive, older FPGAs. This directly benefits the Xilinx Spartan-3 Series, which do not support partial
reconfiguration. We have therefore chosen to implement a
similar design as [29] but instead of implementing ECCp224/secp224r1 we implemented secp160r1 alongside ECCp256/secp256r1 to cover a wider range of security levels.
As ECC-p256/secp256r1 provides an equivalent security level
as AES-128 or P RESENT-128, secp160r1 is a very good
match for lower security cryptographic primitives like the
implemented P RESENT-80.
The architecture of our ECC module is depicted in Fig. 6
and is, as mentioned before, very similar to the one of [29]. A
control unit (PRG CTL) reads and decodes instructions from
one BRAM and passes that information to the modular ALU.
That unit features a small arithmetic unit using a 16-bit data
path which can perform basic operations like multiplication
of two 16-bit values, addition, subtraction, and comparison. It
also contains two dual-port BRAMs to be able to read both
operands and store the result of a computation in a single
clock cycle.
Compared to [29] our design is slightly smaller, most
likely because we focused only on Xilinx Spartan FPGAs
with dedicated Multipliers/DSPs. Thus, there was no need
to optimize the data path to make the same design fast on
different FPGA architectures.
IV. R ESULTS AND D ISCUSSION
Table II and Table III show our synthesis results for the
two representatives of Xilinx’ Spartan family. We have evaluated two major design strategies, BRAM-based implementations and serial implementations. The BRAM-based approach
makes use of the FPGA’s on-board BRAMs in order to reduce
the slice count. It also comes with a performance penalty and
is therefore more suitable for low throughput applications.
Our serial implementations are also implemented with low
area requirements in mind but still allow for faster processing

P RESENT-80 (B)
P RESENT-80 (S)
P RESENT-80/GCM (B)
P RESENT-80/GCM (S)
P RESENT-128 (B)
P RESENT-128 (S)
P RESENT-128/GCM (B)
P RESENT-128/GCM (S)
P HOTON (B)
P HOTON/HMAC (B)
G RØSTL (S)
G RØSTL/HMAC (S)
ECC-160
ECC-256
IPS ECCO-80
IPS ECCO-128

#SLICEs
84
131
356
402
84
161
356
443
91
133
349
601
569
569
1107
1613

#LUTs
135
222
630
714
130
295
632
771
160
235
647
1119
1028
1028
1986
2918

#FFs
38
153
448
561
38
201
450
609
50
80
376
693
507
507
1123
1809

#BRAMs
1
0
3
2
1
0
3
2
1
1
0
0
3
3
7
5

#MULs
0
0
0
0
0
0
0
0
0
0
0
0
1
1
1
1

Table II
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P RESENT-80 (B)
P RESENT-80 (S)
P RESENT-80/GCM (B)
P RESENT-80/GCM (S)
P RESENT-128 (B)
P RESENT-128 (S)
P RESENT-128/GCM (B)
P RESENT-128/GCM (S)
P HOTON (B)
P HOTON/HMAC (B)
G RØSTL (S)
G RØSTL/HMAC (S)
ECC-160
ECC-256
IPS ECCO-80
IPS ECCO-128

#SLICEs
26
48
138
164
31
62
141
174
30
60
136
275
221
221
424
670

#LUTs
83
167
455
515
82
231
454
512
89
152
411
808
630
630
1301
1950

#FFs
38
153
451
572
38
201
459
624
50
80
385
760
482
482
1101
1866

#BRAMs
1
0
3
2
1
0
3
2
1
1
0
0
3
3
7
5

#MULs
0
0
0
0
0
0
0
0
0
0
0
0
1
1
1
1

Table III
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of data (when compared to the BRAM versions). They are
suitable for medium throughput applications.
As expected, the resource consumption of our design is
significantly lower than that of previously published work on
IPSec FPGA implementations. As example, in [17], AES,
SHA-256, and a modular exponentiation core for Elliptic
curve Diffie-Hellmann was implemented on a Xilinx Virtex4 FPGA. While the Virtex-4 series is significantly more
powerful then our Spartan-3 target, it employs a similar 4input LUT architecture. Therefore, the slice count as well
as LUT and flip-flop usage can be compared to each other.
Their AES core uses 1862 slices while our similarly secure
P RESENT-128 implementation in the smallest option (BRAM)
only requires 84 slices. The area difference is still large
when looking at the hash functions; their SHA-256 implementation requires 924 slices while a similarly secure, serial
G RØSTL only requires 347 slices.
Reducing the security requirements to an equivalent symmetric security of 80 bits would further reduce the neces-

sary slice count, especially since we then could use a low
area, BRAM-based implementation of P HOTON instead of
G RØSTL. Note that these numbers alone of course do not
allow a fair comparison, since the cores of [17] most likely
allow a higher throughput while we primarily focused on
minimizing the slice count. For the modular exponentiation
core, the slice count is quite comparable; namely 499 slices
and three DSP48s in [17] versus 569 slices and one 18-bit
block multiplier in our design.
V. C ONCLUSION AND F UTURE W ORK
In this work, we have presented how lightweight building blocks for the execution of the popular IPsec protocol
can be efficiently realized on reconfigurable hardware. Our
research shows that even a complex protocol suite, which
requires several cipher standards and modes of operation,
can be implemented even on very low-cost and energyefficient Spartan-3 FPGAs. By selecting algorithms which are
generally designed for efficient realization in hardware, and
by adapting them to the specification of our target device, we

were able to achieve a significant reduction in terms of area
usage compared to related work. With our results we show
that standardized security can be achieved on reconfigurable
hardware with only a modest investment into slice resources.
This leaves more space for other functionality and target
hardware.
As a lightweight IPSec core that will probably be used
mostly on low-power devices deployed in the field, an attacker
could employ side-channel analysis to obtain secret keys or
introduce faults into the crypto cores or management modules.
As protection mechanisms against such attacks usually require
large amounts of device resources and make analysis hard,
we did not consider them in this work. However, for future
work we plan to integrate generic protection layers [31] as
well as countermeasures that are specifically designed for the
usage within lightweight applications and tailored to the used
ciphers.
Another interesting topic would be the investigation of
different combinations of algorithms, e.g., C LEFIA, K ECCAK,
or HIGHT and potential options for resource sharing. Note
that a generic IPSec core requires hash functions, block
ciphers, as well as an asymmetric construction. These primitives are occupying valuable resources on the device but
are not always executed simultaneously (e.g., HMAC is not
needed when only ESP mode with authenticated encryption
enabled is used). One common solution for efficient resource
sharing is partial reconfiguration which is only available on
more powerful but also more expensive and larger FPGAs.
Therefore, we plan to put further effort into the integration
and sharing of components between different ciphers (e.g.,
SBox look-up tables, block RAMs or registers for keys) in
order to further reduce the size of our design.
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